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fORewORd

Over the past twenty years the Internet 
has become an integral part of our lives . 
We have eagerly embraced its potential for 
communication, entertainment and information-
seeking . For many of today’s children, the 
Internet, mobile phones and other technologies 
are a constant and familiar presence . For them, 
the distinction between online and offl ine has 
increasingly become meaningless, and they 
move seamlessly between both environments .

An increasing number of children can scarcely 
imagine life without a social networking 
profi le; videos and photographs shared online 
– often in real time – and online gaming . 
Indeed, young people are at the vanguard 
of technological change . Their coming-of-
age in this era of exponential innovation has 
widened the generational divide between them 
and their parents, their teachers and other 
caregivers . This gap, while becoming less stark 
in industrialized countries, is wider in lower-
income countries where caregivers arguably 
have fewer opportunities to access information 
and communication technology . But the 
situation is changing rapidly .

There is no doubt that the Internet yields 
numerous opportunities and benefi ts for 
children in terms of its impact on their 
educational attainment and social inclusion . 
However, it has also exposed children to 
dangers that defy age, geographic location 
and other boundaries that are more clearly 
delineated in the real world . This has resulted 
in risks to children and young people of 
having abusive images of them shared on 
the Internet; of being groomed or lured into 
sexual conversations or exploitation by adult 
offenders; of being bullied or harassed online . 

Bearing this in mind, the UNICEF Innocenti 
Research Centre has, in partnership with 
the Child Exploitation and Online Protection 
Centre in the United Kingdom, collaborated 
with a number of actors to undertake this 

study . The research explored children’s online 
behaviour, risks and vulnerability to harm, 
documenting existing preventive and protective 
measures to combat their online abuse and 
exploitation . The study draws on lessons from 
high- and middle-income countries, viewed 
through the lens of the dynamic that, given 
the speed of innovation, other countries may 
soon experience .

What we have learned is that a singular 
approach to combating these crimes is not 
effective . What is required is a collective effort 
by policymakers, law enforcement agencies, 
social workers, teachers, parents and the private 
sector to systematically protect children . We 
have also discovered that many children are 
comfortable navigating the Internet and are 
able to avoid risks . They may see themselves 
as protectors of younger children and are 
themselves agents for change . Children should 
be allowed to express their views on how to 
mitigate risks, and they should be listened to 
and empowered to safely exploit the benefi ts 
of the Internet . However, we should  not 
overestimate their ability to protect themselves . 
Ultimately, the onus lies with adults to put in 
place a framework that ensures children equal 
and equitable access to the Internet, along with 
a safer online environment .

Access to knowledge, participation, leisure and 
play are fundamental rights of all children, as 
enshrined in the Convention on the Rights of the 
Child . In today’s real and virtual worlds, it is our 
collective responsibility to ensure those rights 
for all children .

Gordon Alexander
Director
UNICEF Offi ce of Research, Innocenti
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IntROdUCtIOn

The Internet, mobile phones and other 
electronic media provide children and young 
people with levels of access to information, 
culture, communication and entertainment 
impossible to imagine just twenty years ago . 
With many of their extraordinary benefits, 
however, come hazards . The Internet and 
associated technologies have made abusive 
images of children easier to create and 
distribute, and provide significant new 
opportunities for abusers to access and make 
contact with children and young people 
online . While information and communication 
technology (ICT) has not created crimes 
involving sexual abuse and exploitation of 
children, it has enhanced the scale and potential 
of some old and familiar ones .

Expanding Internet access for all children 
and young people without discrimination and 
exclusion in all parts of the world, together with 
promoting digital citizenship and responsibility, 
ought to be critical objectives for policymakers 
concerned with enhancing opportunities for 
children .1 Building safer Internet access is 
integral to that project . Questions such as ‘what 
is the nature of risk globally?’ and ‘what are 
the most effective strategies to address it?’ are 
therefore important . The purpose of this report, 
which was developed by the UNICEF Innocenti 
Research Centre (IRC) in partnership with 
the Child Exploitation and Online Protection 
Centre (CEOP), is to review the global evidence 
available . The study primarily addresses two 
issues: child sex abuse recorded in images; 
and the grooming of young people for sex . A 
third issue, cyberbullying, emerging from much 
research as an issue of particular significance to 
children, is also touched on in this report .

There are many knowledge gaps about the 
protection challenges raised by the Internet, 
particularly in parts of the world where its 
penetration is so far more limited . There has 
been significant work undertaken to analyse 
children’s online behaviour and investments 
made in strategies to address and prevent 
abuse in parts of Asia, across Europe and the 
United States of America . But there has been 
less exploration of online child abuse and 
exploitation across many low- and middle-
income countries, or examination of the state 

of knowledge and/or the responsiveness of 
bodies with responsibilities for child protection 
and law enforcement . Little research exists 
about the use of the Internet by children and 
young people in Africa, much of Asia and 
Latin America (and the bearing this might have 
on risk) . Furthermore, research findings from 
different parts of the industrialized world are 
sometimes contradictory .

It would be a mistake to believe that child 
abuse in which ICT plays a role is only an 
issue for the economically better off, whether 
societies or social groups . Web access is rapidly 
expanding, supported by increasing broadband 
and mobile phone penetration . Indeed, the 
emergence of broadband has been a decisive 
factor in facilitating online child abuse because 
it allows the exchange of larger files, particularly 
files containing photos, videos and audio . As 
broadband starts to become available in lower-
income countries there is a high expectation 
that, absent any contrary measures, patterns 
of abusive behaviour witnessed elsewhere 
will follow .

Globally, children and young people tend to 
become early users and prime innovators on 
the Internet, and are often far ahead of their 
parents and other adults in terms of use, skills 
and understanding . The Internet, particularly 
social networking and other interactive media, 
provides new forms of social space globally that 
did not exist when most contemporary parents 
were themselves children . Young people in 
all societies today are pioneers, occupying 
online spaces in ways that adults often cannot 
imagine . These spaces can be immensely 
creative, but can also expose children to 
dangers adults may in many instances only 
dimly perceive .

The ease of interaction among and with 
children, the risk of sexual abuse, new and 
fast-changing technology, and adults’ lack of 
awareness and understanding of the Internet or 
children’s usage, is a recipe for societal anxiety − 
as well as sensationalism, myth-making and 
potentially inappropriate policy responses . 
New technologies are commonly accompanied 
by fears as to their potential dangers, often 
provoked without a solid foundation in 
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evidence . The popular fear that the Internet 
endangers all children has not been supported 
by the research evidence so far .2 Nevertheless, 
there are genuine risks associated with it, and 
calibrating appropriate protective responses 
requires reliable information that helps to 
accurately identify the nature and scale of risk 
and harm .

Although much of the original research and 
work that led to the development of the 
Internet involved both public and private 
sector partners, since the mid-1990s the 
Internet has been recognized as being owned 
and driven almost entirely by private sector 
entities . Meanwhile, it has become central to 
the global economy and, by extension, to the 
efficient functioning of a great many and rapidly 
increasing number of national economies . It 
underpins public infrastructure that provides 
for the smooth operation of transport, power, 
banking and other vital systems . It is playing 
a major role in the social and political lives of 
a substantial and growing number of citizens 
around the world . Precisely because of this 
dimension, governments, inter-governmental 
bodies and other public agencies have 
generally proceeded with circumspection 
when discussing new laws or regulations 
regarding how the Internet should operate, or 
what is expected of the myriad large and small 
companies that make up the modern Internet 
industry . The urge to legislate and regulate 
in ways that might curb the Internet is clearly 
there, however, as reactions by politicians 
to phenomena such as the use of social 
networking sites (SNS) during periods of civil 
disorder have shown .

Governments have tended to tackle online-
related sexual exploitation and abuse with 
an emphasis on building the ‘architecture’ 
to protect or rescue children − establishing 
legislation, pursuing and prosecuting abusers, 
raising awareness, reducing access to harm and 
supporting children to recover from abuse or 
exploitation . These are essential components of 
a protection response . Internationally, however, 
progress is patchy . Many legal jurisdictions, 
for example, fail to enact legislation sufficient 
to combat child abuse images or laws to 
criminalize grooming . There is also a lack of 
awareness or discomfort among parents and 
agencies with child protection responsibilities 
about the real nature of hazards or effective 
protection strategies . Awareness of online-
related child abuse and exploitation appears 
not yet to be organically embedded in the 
great majority of child protection systems and 
responses . Integrating awareness of online-

related abuse and exploitation into the broader 
child protection agenda should be a priority 
for policymakers .

Given the centrality of the private sector to the 
Internet, it has major responsibilities in relation 
to child protection online . Under contemporary 
understanding of corporate responsibilities 
for respecting human rights, recently 
internationally articulated in the report entitled 
‘Guiding Principles on Business and Human 
Rights: Implementing the United Nations 
“Protect, Respect and Remedy” Framework’, 
businesses have obligations both to respect 
human rights and to seek to prevent or mitigate 
adverse human rights impacts directly linked to 
their operations, products and services .3 Child 
abuse and exploitation are manifestly “adverse 
human rights impacts .” The industry has it in 
its powers to develop and introduce new tools 
to make the Internet safer for children . The 
importance of action by the private sector in 
support of law enforcement and Internet safety 
are discussed later in this report .

There are genuine challenges and fears within 
the industry . Some of the measures that could  
contribute to making the Internet safer for 
children appear to challenge current business 
models; they might appear to reduce the 
competitiveness of an individual company, or 
to threaten other freedoms inherent in the way 
the Internet currently operates . However, it is 
arguably in the longer-term interests of the 
Internet itself, and in particular of the larger 
companies that dominate it, for governments to 
feel that legitimate concerns for the welfare of 
their citizens, perhaps especially in relation to 
children and young people, are taken seriously 
and are acted upon promptly . Otherwise there 
is a risk that governments or regional bodies 
will step in to regulate and legislate in ways that 
negatively affect the Internet as a single global 
system embodying freedom of information .

Given that most research on usage and risk 
has taken place in the industrialized world, 
the extrapolation of findings to other socio-
economic and cultural contexts must be 
approached with caution . However, there is 
enough research in low- and middle-income 
countries to be suggestive of patterns and 
potential problems . One important finding 
from industrialized and lower-income countries 
alike is the importance of action, innovation, 
exploration and discovery by adolescents on 
the Internet; in other words, the significance of 
child agency in accessing the creative benefits 
of the Internet, in exposure to certain forms of 
risk, and in managing that risk .
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The protection response needs to strike 
a balance between the right to protection 
from all forms of violence, sexual abuse and 
exploitation, and the rights to information, 
freedom of expression and association, privacy 
and non-discrimination, as defined in the 
Convention on the Rights of the Child and other 
relevant international standards . That balance 
must be anchored in the best interests of 
children as a primary consideration, the right to 
be heard and taken seriously, and recognition 
of the evolving capacities of children and 
young people . It is unlikely ever to be possible 
to remove all the risks to children and young 
people that exist in the online environment . 
Moreover, beyond a certain point, attempting 
to do so could threaten the very essence of the 
Internet and its multiple benefits .

It would be a mistake ever to think that all 
children and young people are equally adept 
or at home in the online environment, or 
equally knowledgeable about it .4 Children’s 
use of the Internet and their behaviour and 
vulnerabilities online differ according to their 
age . To be effective, protection strategies 
need to incorporate measures and messages 
appropriate to different ages and levels of 
understanding . It is nonetheless the case that 
by and large children and young people are 
often the best experts in relation to their own 
ICT usage . This report argues that effective 
protection strategies require children’s 
participation, particularly that of adolescents, 
in both their design and implementation, as 
well as the empowerment of parents and other 
adults who work closely with young people, 
such as teachers, to enable them to support and 
understand children’s use of ICT and the risks 
and hazards that they may encounter . This is 
both a pragmatic recognition of reality and a 
position based on human rights principles .

This report discusses the nature and scale 
of sexual abuse and exploitation of children 
and young people online and the types of 
crimes perpetrated against them . It considers 
the generational divide between parents and 
children in their knowledge of, and engagement 
with, the online environment and how this 
affects experiences and approaches to the 

Internet and its usage . The report outlines 
how children and young people across the 
world use the Internet, including an examination 
of specific online activities and experiences that 
have the potential to place them at risk . There 
is a focus on activities that involve interaction 
online and offline and an analysis of research 
findings about where children turn for support 
when things go wrong .

The challenge for policymakers is not to get 
sidetracked into blaming the medium . Instead, 
it is to coordinate action by a range of public 
and private actors on a number of interrelated 
issues that ultimately come under the heading 
of ‘building a safer Internet’ . These include 
integrating an understanding of the methods of 
child sexual abuse and exploitation into building 
Internet access; understanding child usage of 
ICT and working with young people on effective 
safety strategies; integrating awareness and 
understanding of online-related child abuse 
and exploitation into child protection systems; 
developing effective law enforcement against 
online-related child abuse and exploitation; 
and integrating child protection into effective 
law enforcement . While usage may still be less 
pervasive in low- and middle-income countries, 
protection is a challenge they will face in the 
imminent future that needs to be addressed now .

The report also considers ways to build a safer 
environment for children and young people 
for whom the Internet is a basic social medium 
in which the online and offline worlds come 
together . It outlines relevant international law 
and key challenges to governments and law 
enforcement agencies in achieving greater 
protection for children and young people . It 
argues that a multitiered approach is necessary 
to challenge the potential threats to children’s 
well-being and safety in the online environment . 
Accordingly, it concludes by putting forward 
a strategic protection framework with four 
main objectives: 1) empowering children 
and promoting their resilience; 2) removing 
impunity for abusers; 3) reducing availability 
of harmful material from the Internet and 
access to harm; and 4) promoting recovery 
and rehabilitation for children who have 
experienced harm .
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1chIld abuSe lInked to InformatIon and communIcatIon technology

PARt One

ChIld ABUSe lInked 
tO InfORmAtIOn And 
COmmUnICAtIOn teChnOlOGy

the nature and scale 
of child abuse online

A study conducted by Sonia Livingstone 
and Leslie Haddon of EU Kids Online, has 
defined a set of categories to understand 
risk and harm related to online activities . The 
groupings elucidate the features of behaviours 
involved and help orientate researchers 
and policymakers towards their different 
implications: a) online harm from content (the 
child as a passive recipient of pornographic or 
harmful sexual content); b) harm from contact 
(the child targeted as a participant by an adult or 
another child in activities such as sexual abuse 
that is photographed and then disseminated, 
for online grooming for sexual abuse, or for 
bullying); and c) harm from conduct (the child 
actively initiates risky or abusive behaviour, for 
example, by creating or uploading pornographic 
material, physically meeting an adult met 
online, placing images of her or himself or 
another young person online, downloading 
abusive images of children or bullying) .5 The 
range of adult behaviour that constitutes 
child sexual abuse online includes adults who 
sexually exploit their own or other children for 
the production of child abuse images; those 
who download images for their own personal 
use; those who create and distribute images; 
and those who seek access to children online in 
order to exploit them .

It is estimated that the number of child abuse 
images on the Internet runs into the millions 
and the number of individual children depicted 
is probably in the tens of thousands .6 An 

important difference between an image online 
and one offline is that, once online, an image 
can remain in circulation in perpetuity and 
there is almost no limit on how often or by 
whom it can be viewed or passed on . Some 
currently available images are thought to have 
been produced more than 20 or 30 years ago, 
derived from film photographs or videos that 
have since been digitalized .7 However, the 
majority of images in cyberspace have been 
produced much more recently and are linked 
to the emergence of cheap, easy-to-use digital 
cameras and the development of the Internet .

The majority of children featured in child 
abuse images currently online are Caucasian, 
prepubescent girls (between the ages of less 
than 1 and 10) .8 This preponderance may be a 
reflection of the fact that most research has thus 
far been undertaken in Western countries, and 
offenders demonstrate a preference for children 
who share their own ethnic characteristics . 
It may also reflect greater availability of ICT 
and other technologies for image capture and 
distribution in industrialized countries . There is 
an identifiable downward age trend and images 
are becoming more graphic and violent .9 What 
is not yet clear is whether child abuse images 
online are a form of abuse limited to certain 
parts of the world, or whether they represent 
a stage in the progress of Internet uptake and 
usage . In other words, will child sex abuse 
recorded in images involving children from 
Asian or African backgrounds become more 
common as Internet access becomes ever 
more global?

It is difficult to estimate the number of websites 
globally that depict child abuse images . The 
Internet Watch Foundation (IWF) has identified 
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and taken action against some 16,700 instances 
of child sexual abuse content on different 
web pages worldwide in 2010 compared with 
identifying around 10,600 URLs of individual 
web pages or websites in 2006 .10 The increase 
may be attributed to a change in hosting 
patterns, whereby content is being posted to 
separate locations rather than multiple images 
being stored on a single web page .11 Most 
significantly, however, child abuse images 
are increasingly shared among networks 
of like-minded individuals through peer-to-
peer distribution, which avoids the necessity 
of housing the images on storage systems 
owned by third parties such as Internet service 
providers (ISPs) .12

Online grooming is the process by which an 
individual befriends a young person for online 
sexual contact, sometimes with the involvement 
of webcams that can allow ‘sharing’ of the 
exploitation among networks of child sex 
abusers, and sometimes extending to a physical 
meeting to commit sexual abuse .13 The areas 
of cyberspace that enable abusers to groom 
potential victims include chat rooms, social 
networking sites (SNS) and instant messaging .14 

Research with abusers suggests that some have 
up to 200 young people on their online ‘friends’ 
lists who are at different stages of the grooming 
process at any given time .15 Grooming may take 
minutes, hours, days or months, depending on 
the goals and needs of the abuser and reactions 
of the young person .

In terms of age, the evidence suggests that 
the children most at risk of being groomed 
are adolescents, particularly adolescent girls . 
At this age, children are often active users of 
the Internet as a means of meeting people 
and making friends – all part of the process of 
developing their sense of self, including their 
social, sexual and emotional identities .

There is no information concerning the 
number of individuals (who evidence suggests 
are mainly men) grooming children online . 
In many countries, this activity is not yet a 
criminal offence and therefore no records 
are kept relating to such behaviour . Even 
among countries where grooming has 
been criminalized, there are no coordinated 
databases that provide details of the offenders . 
This represents not only a huge gap in 
knowledge, but also in child protection .

There are as many myths about child sexual 
abuse online as there are about child sexual 
abuse offline . One is that strangers pose the 
greatest threat to children . With respect to 

the initial creation and dissemination of child 
abuse images, this is false . Those directly 
responsible are often family members and 
other caregivers who have easy and private 
physical access to children .16 Another myth 
is that grooming typically involves older 
men lying and forcefully entrapping innocent 
children by using false identities . This is also 
largely untrue . Rather, it tends to be a process 
of ‘seducing’ or flattering children into what 
the child may perceive as a voluntary sexual 
online friendship . Although some offenders 
lie about their age or gender when grooming 
children, the activity generally tends to fit a 
model of statutory rape .17

The available evidence, which mainly derives 
from studies in industrialized countries, points 
to a typology of child sex abusers online 
as mainly Caucasian, male, commonly in 
employment, reasonably well educated, and 
spanning a wide age range, including young 
people themselves . Many men who engage in 
offline sexual abuse of children also engage in 
abuse online . However, a significant proportion 
of men who view child abuse images online 
do not appear to seek sexual contact with 
children offline .18 This finding should, however, 
be considered with caution . Offenders who 
have accessed child abuse images online have 
demonstrated some form of sexual interest in 
children, and may therefore pose a physical 
risk to them . At the very least, such offenders 
have contributed to sustaining demand for the 
production of images that involve the sexual 
abuse of children .

ICT has also created an environment in which 
pornography has become easily accessible . One 
of the key differences with the ‘pre-Internet’ 
era is that today there are many available sites 
displaying extreme forms of pornography that 
can be accessed by young people .19 There 
is, to date, limited research evidence on the 
implications of such exposure . Concerns 
are increasingly expressed by professionals 
working with young people on apparently 
growing levels of addiction to pornography, as 
well as emerging pressures on girls to conform 
to both the sexual behaviours and appearances 
of women in pornographic videos .20 ICT has 
also led to the phenomenon of exposure to 
unsolicited pornography . The extent to which 
children are disturbed by such exposure 
appears to be influenced by age, social norms 
in their country and the degree of control they 
have over viewing these sites .21

Children have reported that bullying online – 
cyberbullying or online harassment – is an 
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important issue for them . While for adults this 
has not been as significant a concern as sexual 
abuse, it is now beginning to receive more 
attention .22 Bullying can be defined as a child 
being the target of behaviour that is harmful or 
intended to cause harm, occurs repeatedly, and 
involves an imbalance of power that prevents 
the victim from challenging or ending the 
behaviour .23 While more bullying takes place 
offline than online, in Europe at least, the Internet 
and mobile phones now provide new and more 
invasive and anonymous opportunities for 
children and young people to bully others .24

The prime instigators of cyberbullying are 
generally other children and young people . 
Some studies have suggested that more girls 
than boys bully online; other reports suggest 
the reverse .25 Research from Canada and the 
United Kingdom identifies children who are 
at risk of being bullied offline (for example, 
children who may be perceived as ‘different’, 
such as minority ethnic groups, lesbian, 
gay, bisexual or transgender (LGBT) young 
people, overweight children, or those with 
perceived disabilities) to be at greater risk 
of being bullied online than other children .26 
In contrast, research from the United States 
has found that those who physically bully 
others at school were themselves likely to 
be victims of electronic bullying .27 Although 
cyberbullying does not yet appear to be a 
common experience, it can have a significant 
impact on children and young people because 
of its anonymity, its capacity to intrude at any 
time of day or night into places that might 
otherwise offer respite and sanctuary – homes 
and bedrooms – and by its nature to often 
extend (sometimes unwittingly) to implicate 
and involve many people .

Child access to 
the Internet

The evidence points to growing online 
connectivity of children and young people . 
To date, levels of Internet access are highest 
in the industrialized world, although low- and 
middle-income countries are fast catching up . 
Social inequalities affect access and usage . 
Both in richer countries in general, and among 
better-off children within all countries, access 
to and usage of the Internet are higher than 
among poorer countries and less well-off 
children .28 In most countries for which data are 
available, children under the age of 18 make 

up a high percentage of the total number of 
people online .29 But in Europe, the number 
of parents who are accessing the Internet is 
rapidly approaching the number of children 
who use it . In 2008, an average of 84 per cent 
of parents throughout the region had used the 
Internet compared with 66 per cent in 2005 .30 
As evidence from a European Union (EU) study 
shows, as parents use the Internet more, they 
acquire additional Internet-related skills and 
are better equipped to manage their children’s 
Internet use .31

Overall, there appears to be little gender 
difference in levels of usage . Age, though, 
is a relevant factor, with, in general, levels 
of access increasing with children’s age .32 
Younger children are going online in greater 
numbers, however, with the age of first-
time Internet use decreasing . In the EU, 
based on parental perceptions, 60 per cent 
of 6- to 10-year-olds were using the Internet 
in 2008, compared with 86 per cent of 15- to 
17-year-olds, but this nevertheless represents 
an increase in access by younger children 
over previous years .33 Globally, the number 
of children spending more time online 
appears to be increasing, yet there remain 
striking differences in the hours of usage . In 
Europe, for example, children aged 9 to 16 
who access the Internet do so for between 
one and five hours each day,34 whereas in 
Bahrain, the access is between two and a 
half and three and a half hours each day .35 In 
South Africa, many Internet users go online 
as infrequently as once a week and then 
for less than an hour .36 In Brazil, 69 per cent 
of children between 10 and 15 years old 
access the Internet every day .37 However, 
the International Telecommunication Union 
(ITU) reports that, in terms of the frequency 
of use, children aged 5 to 14 are far less 
likely to use the Internet at least once a day 
(or almost every day) than the population 
as a whole or young people aged 15 to 24 .38 
A survey of 9,000 adult and child Internet 
users in 12 countries, including China, India, 
Japan, the United Kingdom and the United 
States, found that parents underestimate the 
time their children are online – the children 
spend on average 39 hours per month on the 
Internet, twice as much time as their parents 
believe . This discrepancy may indicate a lack 
of parental engagement, supervision and 
communication with children . Exceptions 
were found in Brazil, Italy and Sweden, where 
there seems to be more agreement about 
levels of Internet usage by children among 
parents and children .39
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In industrialized countries, the majority of 
children have access to the Internet at home or 
at school, whereas in lower-income countries 
many children rely on Internet cafes,40 which 
potentially bring unknown adult and child users 
into the same physical space . In Brazil, for 
example, access to technology among children 
aged 10 to 15 increased from 53 per cent to 
63 per cent between 2008 and 2009 . Access 
from Internet cafes (Lan Houses), both free and 
paid, among Internet users of the same age 
group, increased from 33 per cent in 2006 to 
61 per cent in 2009 .41 

The landscape of Internet usage is also 
changing, with mobile phones becoming a 
significant source of access . While in general 
computers remain the main mode of going 
online, Japan is leading the way with nearly 
60 per cent of children now using their 
phones for access .42 It is likely that children’s 
use of Internet-enabled mobile devices will 
progressively increase based on countries’ 
socio-economic conditions .

The global explosion of mobile phone use is 
highly significant . Mobile phones and mobile 
devices of different kinds represent the future 
of Internet connectivity, especially in low- and 
middle-income nations . It is thought unlikely 
that many of these countries will invest in the 
infrastructure necessary to install Internet-
bearing telephone cables or wires that reach 
into every home . Rather, they will establish a 
network of wireless wide area networks linked 
to or in addition to conventional mobile phone 
masts . The increasing use of Internet-enabled 
‘smartphones’ for going online will limit the 
ability of parents to restrict, monitor or control 
what their children access and therefore will 
increase potential risks to children and young 
people . Mobile phones carry with them an 
immediacy that simply does not exist when 
the device being used is in a fixed location, 
where supervision is easier . But even phones 
that are not Internet-enabled provide young 
people with enormous opportunities to 
remain in contact and, for this reason, are 
now seen as necessary social tools for young 
people in many industrialized and middle-
income countries .

Children and young people are engaged in 
a wide range of online activities – games, 
information, education, entertainment and 
communication . The ITU reports generally 
higher use of the Internet by children for 
education and games than among other age 
groups, and greater use by youth and the 
general population for communication .43 

Social networking sites, instant messaging, 
chat lines, micro-blogging platforms and other 
forums enable users to post and exchange 
personal information, photos and videos, build 
networks of friends, and maintain high levels 
of interaction and information exchange on 
every aspect of their daily lives .

SNS are enormously popular with young 
people, who increasingly view them as 
integral to their social lives . Studies on young 
people’s usage and behaviour online from 
Australia, Bahrain, Brazil, Nepal, the Philippines, 
South Africa, the United States and countries 
in Europe, indicate that most young people 
who use the Internet do so in similar ways, 
particularly in respect of use of SNS . The 
studies reveal a remarkably common pattern 
of social activities – meeting people, making 
new friends and chatting online – suggesting 
that factors relating to child and adolescent 
development are more significant than cultural 
factors as the drivers of online communication . 
In the United States, 73 per cent of teenagers 
online now use social networking sites .44 Across 
the EU, 59 per cent of 9- to 16-year-olds have a 
social networking profile, including 26 per cent 
of 9- to 10-year-olds, and 82 per cent of 15- to 
16-year-olds .45 About 5 per cent of the estimated 
37 million Facebook users in India are between 
13 and 15 years old, and 7 per cent are between 
16 and 17 years old .46 In Brazil, the number of 
Facebook users reached 29 million by October 
2011, of whom 6 per cent were between 13 and 
15 years old and 7 per cent were between 
16 and 17 years old .47

Social implications of 
the merged online/offline 
environment

A key dimension of the growth of online 
activity is that children and young people are 
participating in, learning from, and creating an 
environment that, in many parts of the world, 
still remains unknown and unfamiliar to their 
parents . Growing numbers of children are now 
creating and exploring their own virtual social 
networks . Through online advertising, through 
exposure to knowledge and information, and to 
political, religious, cultural or sexual ideas that 
may be profoundly at odds with those of their 
parents, their worlds today are significantly 
more complex . There are also concerns that 
greater access and exposure to electronic 
media can have harmful implications, including 
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potentially diminishing parental capacity to 
understand children’s experiences or to offer 
effective protection and support .48 While the 
generational divide around Internet usage 
is beginning to narrow in the industrialized 
world, the gulf between children and parents 
in Internet use in lower-income countries 
remains significant .

The online environment allows for a complex 
mix of individual anonymity, self-promotion 
and role-playing according to the wishes 
and whims of the user . Children and young 
people can define their own online identities, 
can change those identities and can inhabit 
several different ones at any given time . It adds 
a new dimension to social interaction and a 
new form of social space, especially through 
social networking, which provides additional 
opportunities to meet people and have fun .49 
Adults may perceive the online and offline 
worlds as being quite different, but for many 
children and young people who are building 
social networks through making friends in both 
worlds, the distinction has little significance . 
In this sense, the online and offline worlds 
are merged .

Clear boundaries used in the physical world 
to keep different aspects or contexts of life 
separate do not necessarily exist or operate 
in the same way online .50 SNS apply the 
concept of ‘friendship’ to anyone listed on 
one’s profile . On the one hand, boundaries 
may seem initially less important, as people 
met are not physically present . Studies 
from several parts of the world suggest that 
young people often feel safer sharing highly 
sensitive personal information or engaging 
in sexualized behaviour online than they do 
offline .51 On the other hand, online forums 
– whether chatrooms, blogs, online gaming 
or social networking sites – deconstruct 
traditional boundaries of privacy . Children 
engaged in ‘chat’ or ‘conversation’ in the 
private space of their own bedrooms can 
expose themselves, wittingly or unwittingly, 
to an unknown worldwide audience, 
potentially increasing the risk of harm . 
Information posted online creates a historical 
record of the child, diminishing control 
over who has access to personal data and 
sometimes trapping children who may find 
out too late that they cannot retrieve what 
they have put online . Warning signs that can 
serve to protect children in the physical world 
are largely absent online . In the physical 
world, a range of filters exist, such as body 
language or warning cues from a potential 
‘friend’ as well as their degree of geographical 

proximity . The many mechanisms that have 
been developed to safeguard children in the 
offline environment do not yet exist in the 
online world .

Understanding risk, 
vulnerability and harm

There are major differences between risk 
and harm, and policymakers and parents 
need to keep these distinctions clear . Certain 
types of activity may involve risks that do not 
necessarily result in harm to children and young 
people . Swimming, riding a bicycle or joining an 
SNS may confer benefits but also involve risks 
and, under certain circumstances, might expose 
a child to harm . Most significantly, as regards 
the Internet, there is no easy line that can be 
drawn between activities leading to benefits 
and those leading to risks .52

Concern is often expressed among adults about 
the risks associated with posting information 
and images online . Hence, much research starts 
from the premise that posting information is in 
itself risk-taking behaviour . Young people are 
indeed posting information that adults may find 
disturbing . A wealth of evidence from across 
the globe shows that many young people, 
particularly in the age range of 12 to 16 years, 
are placing highly personal information online . 
In Brazil, for example, surveys indicate that 
46 per cent of children and adolescents consider 
it normal to regularly publish personal photos 
online, while a study in Bahrain indicates that 
children commonly place personal information 
online, with little understanding of the concept 
of privacy .53 In addition, significant numbers of 
teenagers are uploading visual representations 
of themselves that are sexual in tone .54 This 
is sometimes in response to grooming that 
involves encouragement to place such images 
online, which may be followed by blackmail 
or threats of exposure to coerce teenagers to 
upload increasing numbers of explicit images . 
But in other cases, the initial placement is 
unsolicited, and may encourage and attract 
potentially abusive predators .

Another increasingly common behaviour by 
teenagers is ‘sexting’ (sharing of sexualized 
images or text via mobile phones) .55 These 
images and text are often shared between 
partners in a relationship or with potential 
partners, but sometimes end up being shared 
with much wider audiences .56 It is thought 
unlikely that young teenagers have an adequate 
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understanding of the implications of these 
behaviours and the potential risks they entail .

There is, however, considerable debate about 
the issue of placing information online . It can be 
argued that posting personal information online 
is becoming normal behaviour .57 Basically, 
if a young person is not posting personal 
information, their peers will not consider the 
page lively or interesting . They may even 
regard them as being a little odd or stand-
offish . Putting information online is part of their 
cultural context and therefore commonplace, 
and the majority of young people do not 
appear to be harmed by it .58 Research from 
the United States, for example, has found 
that, in general, there is little evidence that the 
everyday placement of personal information 
online, including images, leads to personal 
victimization of children . It is online interaction 
and engaging in many different types of 
risky behaviours online rather than posting 
information that creates the environment that 
enables sex abuse and grooming to unfold .59 
Not only is it unrealistic to change normative 
behaviours, but the evidence suggests that it is 
probably not useful or necessary to try to do so .

There is insufficient evidence to provide 
an unambiguous indication of whether the 
risks associated with online activities are 
the same or have the same implications for 
children across different regions of the world . 
In many African and Asian countries, for 
example, widespread poverty and weak state 
structures undermine children’s social and 
legal protection and therefore may contribute 
to increased vulnerability .60 Findings about 
other particular characteristics that may 
make children vulnerable to sexual abuse and 
exploitation online are contradictory . Research 
from South Africa and the United States 
suggests that children with low self-esteem 
or children experiencing depression, negative 
life events, or offline abuse or victimization are 
at a particular risk of being groomed online .61 
Findings from studies in the United Kingdom 
report no obvious pattern of particular 
vulnerability in the offline world .62 Research in 
Brazil found an important link between social 
factors and economic conditions . Girls from 
favelas (informal settlements) are exposed 
to earlier sexualization and are more likely 
to socialize with older age groups who they 
perceive as raising their social status . They 
identified using the Internet as an instrument 
to enable them to visit sexually oriented sites 
and meet boys . Middle-class Brazilian girls, on 
the other hand, who appear to have more adult 
monitoring and guidance than those from the 

favelas, reported using the Internet mainly for 
educational purposes .63

Furthermore, in the lower-income countries, 
children are less likely to use the Internet from 
home and, even if they are at home, their 
parents are likely to have far less understanding 
of the nature and risks associated with the 
online environment, thereby reducing the 
opportunities for parental protection and 
support . Children accessing the Internet 
through cybercafes in Brazil, India, Nepal 
and the Philippines identify these places as 
particularly hazardous, potentially exposing 
them to adults who use pornography, to 
pornographic material, to solicitation or to 
drugs . Coupled with this is the likelihood that 
in countries where children are more reliant on 
Internet access through cybercafes, there is less 
regulation, less opportunity for reporting and, in 
many cases, little overall investment in building 
a protective environment .64 However, it is clear 
that while Internet usage in the privacy of one’s 
home may appear less hazardous, it is more 
accurate to state that while certain dangers are 
reduced or are not present in the home, others 
depend on the types of activities children are 
engaged in online .

Some of the available research disaggregates 
data on the basis of gender, which provides 
useful information on the differences and 
similarities related to Internet risk, vulnerability 
and harm experienced by boys and girls . 
But there are many groups about whom no 
evidence exists . For example, ICT may offer 
numerous potential benefits to many children 
with disabilities, such as communication 
for those unable to move about freely in the 
physical world, greater access to the written 
word for children with visual impairment and 
capacity to communicate freely for children 
with hearing impairment . However, it is not 
known whether children with disabilities 
might be drawn towards greater dependency 
on online relationships and whether they are 
consequently more vulnerable, whether among 
this group the desire to construct alternative 
identities is greater than among other children, 
or whether they are at greater risk of targeted 
grooming . Similarly, LGBT young people, 
particularly those living in environments 
in which they are unable to express their 
sexuality openly, may gain hugely by being 
able to use the Internet to build friendships 
with persons sharing their sexual orientation . 
Conversely, however, greater dependence on 
the Internet may render them more exposed 
to risk of abuse . There is some evidence that 
LGBT young people are particularly vulnerable 
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to cyberbullying .65 Given the importance of 
supportive parental relationships as a protective 
factor, research to gain a better understanding 
about the risks migrant or other children 
separated from their families face in the online 
environment would also be useful .

In terms of young people’s own awareness of 
online risk, surveys from Brazil and countries 
in Europe suggest that many children are 
aware of basic hazards, but that most do not 
perceive themselves as vulnerable . Children 
think that ‘others’ (for example, younger and 
inexperienced children) are at risk, rather than 
themselves .66 Many children and young people 
who use SNS are aware of the challenges 
concerning security of information, have felt 
pressure to post personal information when 
they did not feel comfortable doing so, and 
have some anxiety that they are visible to many 
people they do not know . However, a national 
survey indicates that in the United Kingdom, 
this has little impact on their behaviour unless 
a problem has affected them personally or has 
been thought to be serious .67

Overall, there are widely differing perceptions 
among children and young people of the 
dangers associated with the Internet . While 
there is little comparative research available 
to provide clear evidence on how different 
perceptions arise, these seem to relate to 
availability of information, location of use and 
awareness of safe reporting mechanisms .

Parents or peers: 
who do children turn 
to for support?

Research from around the world indicates that 
children and young people have far greater 
confidence about their ability to remain safe 
online than their parents .68 Broadly, however, 
children appear less confident about keeping 
safe in countries where Internet safety 
information is not widely available . European 
research from 2009 found that parents are less 
likely to worry about children’s online safety 
if they themselves go online . Once they better 
understand the online environment, parents 
gain a more informed perspective of the 
risks involved .69

In terms of protection from harm, the evidence 
consistently indicates that children often do 
not see parents as an automatic first port of 
call when they experience abuse . The level 

of involvement of parents varies, however, 
according to several factors, including country, 
age and level of parental Internet use .70 
Explanations of why children do not look to 
their parents for protection from online harm 
include children’s beliefs that their parents do 
not understand the world in which the abuse 
takes place, their fear of having mobile phones 
taken away or Internet access restricted, threats 
by the abuser, or shame and humiliation .71 
Whatever parents may wish, some adolescents 
do not want adults interfering . Adolescence 
tends to be a developmental stage that involves 
exploratory behaviour and pulling away, 
to a degree, from parents . They may thus 
perceive parental presence and involvement 
in their social space and online interactions 
as interference .

Nevertheless, a growing body of evidence 
from the industrialized world identifies the 
strongest protective factor for children to be 
actively engaged parents who share Internet 
experiences with their children and are willing 
to talk about the issues involved .72 Respect for, 
and interest in, children’s engagement with 
the online environment are likely to be more 
effective than restrictive or punitive controls . 
Furthermore, research suggests that many 
children and young people would like parents to 
be more involved . For many children, exclusion 
of parents seems not to inevitably derive from 
reluctance for their support, but rather from the 
child’s perception of limited parental capacity to 
effectively provide support .73

Parental capacity to protect children is also 
increasingly limited by the fact that many of 
the activities previously done via computers 
based in fixed locations are now being utilized 
on mobile phones with Internet connectivity . 
When children have access to such phones, as 
an increasing number do, parents are less able 
to monitor their children’s activities, introduce 
filtering or blocking mechanisms, or control the 
degree of access to the Internet . This changing 
pattern of usage presents fundamentally 
different challenges that need to be 
acknowledged in the introduction of protective 
or preventive strategies .

A consistent message emerging from the 
research is that children and young people see 
themselves as ‘protectors’ of other children . 
Children tend to first turn to each other when in 
need of help . Young people demonstrate high 
levels of concern and awareness of risks for 
young siblings, friends and others they perceive 
as more vulnerable than themselves .74 This 
suggests a potential role for children as peer 
educators, mentors and advisers . In the context 
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of the sociology of actual Internet use, listening 
to children and supporting them to be the front 
line in taking care of themselves and each other 
is likely to be one of the keys to reducing both 
risk and harm .

Children’s use of the Internet, and their 
behaviour and vulnerabilities within the 
online environment, differ according to their 
age . Recognition is needed of the evolving 
capacities of children, with protection strategies 
that are appropriate to their age and level 
of understanding . As yet, there is relatively 
little known about younger children’s online 
experience, although there is a growing body 
of evidence that shows that, in industrialized 
countries, many children under eight years old 
are now accessing the Internet, either through 
computers or mobile phones . More research is 
needed on usage by younger children and how 
to respond most effectively to protect children 
of different ages and capabilities .

The challenge for those who place an emphasis 
on protection by adults is whether in reality such 
a model can be effective in the context of the 
fast-changing online world, especially in cases 
where parents lack understanding of the Internet 
and the role it plays in their children’s lives . 
Conversely, the challenge for models that place 
trust in children is to ensure that this assurance 
is well placed and that children are socially and 
technically empowered and supported to be able 
to look after themselves and others . The reality is 
that both approaches must reinforce each other .

Programmes designed to support children 
and young people to make informed choices, 
based on a genuine awareness of the nature 
of risks involved, need to accommodate 
an understanding of adolescent sexuality, 
role of the peer group, adolescent cultural 
expectations, and assumptions about 
risk from the perspectives of children and 
young people . Risk-reduction messages, 
for example, need to place emphasis on the 
problems that can arise from interacting with 
people met online, rather than trying to impart 
prevention messages that sound sensible 
to adults but do not relate to normal use 
or the nature of risk as perceived by young 
people .75 An example of such messages 
might be “don’t post personal information” . 
Online risks can be minimized provided there 
are external mechanisms to regulate the 
environment, strong and supportive parental 
relationships, together with knowledge, 
skills and awareness that enable the child 
or young person to navigate the online 
environment effectively .

The responsibility to protect children in the 
online environment should not be borne 
only by parents and children . Policymakers, 
professionals, such as teachers and social 
workers, law enforcement agencies and 
the private sector all have a role in creating 
a safe external environment that allows 
children and young people to benefit from 
the use of modern technologies without 
experiencing harm .
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PARt twO

BUIldInG A PROteCtIve 
envIROnment

There is much to be done in all parts of the 
world, industrialized, middle- and low-income 
countries . A comprehensive protection 
response entails action involving a diversity 
of governmental and non-governmental 
actors across a range of spheres . This 
includes putting the ‘architecture’ in place 
− a legislative framework to define criminal 
activity, the capacity to deter potential abusers 
and prosecute offenders, and proactive 
measures to restrict and inhibit access to 
child abuse images by actual and potential 
offenders . It also includes strengthening 
joint work and intersectoral collaboration 
between the justice and social welfare 
sectors . It requires improving awareness of 
child protection services, educating other 
professionals who work with children, such 
as teachers, on the nature of risk and harm 
in the merged online/offline worlds, and 
implementing measures to support children to 
stay safe . It involves promoting strategies to 
empower children to avoid harm . Investment 
in welfare measures is required to address 
the needs of children who have been harmed 
through sexual exploitation and abuse via 
the Internet and to build the capacity of 
professionals who work with them .

Given its central role in designing and driving 
the Internet, the private sector must recognize 
that contributing to the wider social goal of 
making the Internet safer for children and 
young people is intrinsic to expanding access 
and innovating content . As Livingstone and 
Haddon have pointed out, as use of the Internet 
becomes more personalized, the role of parents 
or teachers becomes more difficult, which 
places even greater responsibility on industry to 
manage the risks that children may encounter .76 
Failure to do this will expose the industry to risk 
of governmental or regional regulation that has 

a negative impact on the freedoms embodied in 
the Internet as it is today .

A broad response requires working directly with 
young people in the design and implementation 
of information and protection strategies . 
Children and young people need information 
about risks and how to avoid them, and the 
mechanisms and pathways to follow if they 
find themselves in situations they judge to be 
dubious . They need skills to make informed 
choices in their cyberspace activities and 
to provide each other with support . This is 
increasingly important as Internet usage 
becomes more private (i .e . takes place in 
children’s private spaces, such as bedrooms, 
in much of the industrialized world) and more 
mobile . Child protection mechanisms must 
be transparent, accessible and enforceable . 
If children are to use them, they must feel 
safe and be perceived as effective . The active 
engagement of children in online protection 
strategies provides an essential source of 
experience and expertise .

Building parents’ abilities to support their 
children is also a vital component for online 
safety . This is not to place the responsibility 
for protection on children and parents alone, 
but to recognize reality . The nature of the 
social space provided by the Internet and the 
fact that young people are pacemakers in its 
exploration and use mean that they must be 
at the forefront in solutions to reducing risks, 
and parents are in one of the best positions 
to support them . Parents need to be made 
aware of the nature of risks and encouraged to 
improve their understanding of young people’s 
online activities .

In the industrialized world − country by country, 
to a greater or lesser degree − some of these 
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elements are coming together . However, greater 
levels of coordination are required in the work 
that is being undertaken . In many low- and 
middle-income countries, awareness of the 
nature of risk and the capacities to reduce or 
respond to it are nascent at best . By its very 
nature, abuse on the Internet has no borders; 
coordinated international action by justice and 
welfare sectors is therefore essential .

International instruments 
and commitments

Like a number of other child protection issues, 
online abuse and exploitation of children is 
at the intersection of two sets of international 
standards . Taken together, they provide a 
framework to address the phenomenon and 
inform the creation of a protective environment 
for children . On the one hand, some international 
instruments focus on abuse and exploitation as 
a child rights violation, in the broader context of 
the promotion and protection of children’s rights 
and their interdependence and indivisibility . On 
the other hand, several international instruments 
aim to address various forms of transnational 
crime, and while taking into account the human 
rights of persons affected, tend to concentrate 
on response and prosecution .

In this context, the five main international 
instruments are:

●● Convention on the Rights of the Child (1989)

●● Optional Protocol to the Convention on the 
Rights of the Child on the sale of children, 
child prostitution and child pornography 
(OPSC, 2000)

●● Protocol to Prevent, Suppress and Punish 
Trafficking against Persons, Especially 
Women and Children, supplementing 
the United Nations Convention against 
Transnational Organized Crime (‘Palermo 
Protocol’, 2000)

●● Council of Europe Convention on Cybercrime 
(2001)

●● Council of Europe Convention on the 
Protection of Children against Sexual 
Exploitation and Sexual Abuse (2007) .

Not only do these instruments provide guidance 
on addressing and responding to sexual 
exploitation and abuse of children in the online 

environment, they also establish a set of legally 
binding obligations for States Parties to take 
specific measures in this respect . Together, 
they elaborate a comprehensive framework of 
child rights, including definitions of offences 
and provisions that require punishment for 
criminalized behaviour, and allow for more 
effective prosecution of perpetrators . The 
Convention on the Rights of the Child has 
a particular significance because it places 
protection alongside other rights particularly 
relevant to the benefits the Internet brings − 
freedom of expression, freedom to seek 
information and freedom of association . The 
OPSC and the Council of Europe Convention 
on the Protection of Children against Sexual 
Exploitation and Sexual Abuse also serve as 
comprehensive examples of legal mechanisms 
that require governments to implement and 
ensure provision of services to assist child 
victims and their families .

Although regional instruments have specific 
application only within the region in which 
they are developed, they establish standards 
or benchmarks for other countries to adopt and 
comply with, and in some instances allow for 
ratification by States from outside the region . 
While under international law States have 
the primary responsibility to ensure respect, 
promotion and protection of children’s rights, 
the Convention on the Rights of the Child 
and additional instruments have recognized 
that other actors − such as parents, civil 
society, private sector service providers and 
businesses − also have a critical responsibility 
in this regard .

Since the 1990s, the United Nations and 
related bodies, as well as various regional 
bodies, have made additional commitments 
and have adopted guidelines and codes of 
conduct designed to strengthen child protection 
mechanisms . Progress was accelerated with 
the appointment in 1990 by the Commission 
on Human Rights, of the Special Rapporteur 
on the sale of children, child prostitution 
and child pornography; the Commission’s 
adoption in 1992 of a Programme of Action; and 
subsequently by the three global congresses 
against Sexual Exploitation of Children 
(Stockholm 1996; Yokohama 2001; Rio de 
Janeiro 2008), which reaffirmed the human 
rights-based goal of universal protection of 
children from all forms of sexual exploitation .77

The World Congress III in 2008 led to the ‘Rio 
Declaration’, which calls on States to undertake 
specific and targeted actions to prevent and 
stop child abuse images and use of the Internet 
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and new technologies for the grooming of 
children into online and offline abuse, and 
for the production and dissemination of child 
abuse images and other materials .78 The earlier 
‘UN Study on Violence against Children’, 
reported to the United Nations General 
Assembly in 2006, also recognized the need for 
governments to “strengthen efforts to combat 
the use of information technologies…in the 
sexual exploitation of children and other forms 
of violence .”79

However, despite the increased focus on 
sexual exploitation and abuse of children at 
the international level and the development 
of these new global and regional human 
rights instruments, there continues to be 
a lack of systematic implementation of the 
necessary legislation and subsequent action 
at the national level . For example, in its 
ongoing review of legislation related to child 
pornography, the International Centre for 
Missing & Exploited Children has indicated that, 
as of 2010, only 45 of the 196 countries reviewed 
had legislation sufficient to combat child abuse 
image offences, and 89 had no legislation at all 
that specifically addressed child pornography . 
Of the countries that do have legislation in 
place, 52 do not define child pornography in 
their national legislation; 18 do not provide for 
computer-facilitated offences; and 33 do not 
criminalize possession of child pornography, 
regardless of the intent to distribute .80

At regional level, the European Union has 
recognized the need for collective action in 
combating the sexual abuse and exploitation of 
children, arguing that while national legislation 
covers some of these issues, it does not address 
sexual abuse and exploitation of children 
through ICT nor is strong or consistent enough 
to provide an effective response and protection 
to child victims .81 

Accordingly, in November 2011, the EU adopted 
the Directive of the European Parliament and 
the Council on combating the sexual abuse 
and sexual exploitation of children and child 
pornography, and replacing Council Framework 
Decision 2004/68/JHA . Among other actions, 
the Directive will criminalize forms of child 
sexual abuse and exploitation not currently 
covered by EU legislation, such as grooming, 
online pornographic performances and viewing 
child pornography without downloading 
files; establish lower thresholds for applying 
maximum penalties; ensure that offenders 
who are EU nationals face prosecution for 
crimes committed outside the EU; provide 
child victims of the offences covered with 

assistance, support and protection, including 
for claiming compensation; share data relating 
to the criminal convictions of sex offenders 
between relevant authorities in member 
States; and introduce mandated removal and 
optional blocking of websites containing child 
abuse material .82

The EU was an early champion of self-regulation 
as a means of keeping young people safe online . 
In February 2007, leading mobile operators 
and content providers across the EU signed 
the European Framework for safer mobile use 
by younger children and teenagers . As of June 
2010, codes of conduct were in place in 25 EU 
member States, while under development 
in the remaining 2 . The Framework commits 
signatories to principles and measures, including 
access control for adult content, awareness-
raising campaigns for parents and children, 
and the classification of commercial content 
according to national standards of decency and 
appropriateness . A June 2010 implementation 
report found that it had been effective, with 
83 mobile operators, serving 96 per cent of EU 
mobile customers, implementing the Framework 
through the codes of conduct .83

In February 2009, two years after the adoption 
of the code on the safer use of mobile phones, 
the European Commission facilitated the 
production of a document entitled Safer 
Social Networking Principles for the EU, which 
was launched with 21 signatories from all 
of the largest SNS operational across the 27 
member States . Privacy settings are a major 
focus of the principles, but there are also 
important provisions in relation to education 
and awareness-raising activities and reporting 
abuse . A second assessment of the social 
networking principles was published in May 
2011 . Here the findings were more mixed; of 
the 14 SNS that responded to the survey, only 
3 received high ratings in relation to explicit 
information regarding the characteristics 
(e .g . age-appropriateness, availability, user-
friendliness, etc .) of privacy settings .84

In June 2011, the European Commission held 
its first Digital Agenda Assembly . This included 
a specific workshop entitled ‘Every European 
Child Safe Online’ where Digital Europe, 
the trade association for a broad spectrum 
of high-tech companies, presented a draft 
proposal to develop a new high-level framework 
of rights and responsibilities . Work on the draft 
is expected to be completed by early 2012 .

Although there are at present no inter-American 
protocols or instruments specific to the 
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protection of children in the online/offline 
environment, relevant regional materials do 
exist . The ‘Memorandum of Montevideo’, 
developed in July 2009 by a group of regional 
experts, provides a framework for protecting 
children’s personal information in cyberspace .85 
Designed to guide legislators, judges, 
policymakers and law enforcement officers on 
how to protect children’s personal data online, 
the memorandum lists recommendations on 
prevention and education, legal frameworks, 
law enforcement and public policy .86 Although 
the memorandum is not binding on any 
Latin American state, it acts as an important 
framework for states seeking to protect 
children’s personal information online . Within 
Africa, Asia and the Middle East, regional 
coordination does exist, but it is largely ad hoc .

Challenges for law 
enforcement and 
child protection

Legislation and political commitments, while 
of fundamental importance, cannot achieve 
change without mechanisms in place to 
implement and enforce them, and services to 
provide support to victims . Law enforcement 
agencies are charged with the responsibility 
of ensuring that laws are applied consistently 
and effectively and offenders prosecuted and 
held to account . They therefore have a vital 
role in challenging sexual exploitation and 
abuse of children in the online/offline merged 
environment . Social welfare agencies have a 
responsibility to promote and protect the best 
interests of children who have experienced 
abuse . However, these two agendas may 
sometimes come into conflict . The challenge is 
to explore approaches that are both effective 
at bringing about successful prosecutions 
while also ensuring that the interests of the 
individual children concerned remain the 
paramount consideration .

The online environment of the 21st century has 
transformed criminality in a number of ways: 
as an advanced vehicle for communications, 
it has created a transnational environment 
that provides new opportunities for harmful 
activities, and the virtual nature of the online 
environment means criminal activity can 
sometimes fall outside the jurisdiction of the 
criminal justice process .87 Crime prevention 
may no longer be only about surveillance and 
investigation within the immediate community 

but instead may cross local, national and 
international boundaries . It may not be easy to 
assign a jurisdiction to a crime committed in 
the virtual environment . Moreover, particular 
crimes might also involve many victims from 
different countries, thus complicating legal 
and child protection processes even further . 
Crimes of online sexual abuse and exploitation 
may involve offenders who perpetrate them 
in locations thousands of miles away from the 
child victims . This poses serious challenges 
and requires greater collaboration among the 
police forces in different countries, spanning 
very different jurisdictional protocols, social and 
cultural environments, political expectations, 
and levels of capacity, technical expertise 
and resources .88

Establishing that a crime of online sexual 
exploitation or abuse of a child has occurred is 
often not a straightforward process . A unique 
characteristic of the online environment is 
that physical contact between a child and an 
offender does not need to occur for a crime to 
have been committed . The challenges for law 
enforcement agencies are particularly great 
when the law does not provide clear definitions 
of criminal activity . For example, to establish 
that a crime has been committed is it sufficient 
to establish ‘intent’ to lure a child even if no 
actual physical contact has been made; what 
evidence of ‘intent’ is required; what constitutes 
a ‘pornographic’ image of a child? In some 
jurisdictions, for example in Canada and the 
United Kingdom, both simulated and real 
images of children engaged in sexual behaviour 
are criminalized .

Children who are the subject of child 
abuse images or those groomed for sexual 
exploitation may experience feelings of shame 
and complicity . Therefore, many victims of 
Internet crime do not disclose their experiences 
until the pictures or images are discovered, 
most typically by law enforcement agencies 
during an investigation . However, even here 
matters can be complicated . There have 
been recorded cases where even though law 
enforcement officers were in possession of 
images of a child being abused, the child being 
victimized has gone into denial and refused to 
acknowledge that they were featured .89

Most sexual abuse of children goes 
undisclosed . When that abuse takes place 
online, the level of disclosure is even lower .90 
Some children who have been abused perceive 
the persons they have formed a relationship 
with online as their boyfriends or girlfriends, 
and they are emotionally dependent upon them . 
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Some children who are vulnerable to grooming 
may be isolated and lacking in social support, 
and are thus less likely to report victimization 
to law enforcement agencies and others . 
Furthermore, many children do not realize that 
they have been victims of a crime because 
innocent images of children may be digitally 
transformed into pornographic material and 
distributed across the Internet without the 
victim’s knowledge .91

The disclosure of abuse entails several 
challenges that are often underestimated 
and misunderstood . Children need 
acknowledgement of their feelings and fears 
in order to cope with this experience . It is not 
unusual for children to retract their allegations 
due to fears of repercussions on them, their 
family, others who are important in their lives 
and the perpetrator of the abuse . Children are 
not only affected by the abuse itself, but may 
also be further traumatized by the disclosure or 
its consequences .92

The process of identifying children who appear 
in child abuse images in order to protect them 
and offer appropriate psychosocial support can 
be difficult . Images on the Internet can circulate 
for many years, so a picture of a 5-year-old 
girl, for example, may still be online 20 years 
later . To help identify victims, INTERPOL (the 
International Criminal Police Organization) and 
some national law enforcement agencies have 
produced databases of child abuse images . 
By applying sophisticated image analysis 
software, the police can assess whether an 
image of a child contained within, for example, 
a collection that has just been seized, is identical 
to ones that have already been discovered 
by law enforcement agencies, and included 
in a database of known images . Some of 
the software can also help identify children 
who have been abused over long periods of 
time, whose physical appearance may have 
changed dramatically as they grew older . 
This is important both for the development 
of a comprehensive case against an alleged 
perpetrator and for determining the duration 
and nature of the abuse a child has suffered in 
order to support recovery .

Databases of victim photographs are valuable 
resources . They can save a great deal of police 
time and reduce the need for officers to look 
at the images directly . This latter aspect is 
particularly important . Until relatively recently, 
police work often necessitated repeated 
viewings of images . However, new technology 
has been developed that enables photographic 
images to be reduced to a digital code, known 

as a ‘hash’, which can then be used to track, 
trace and compare images, without a police 
officer needing to view the actual image .93 
The United Nations Special Rapporteur on 
the sale of children, child prostitution and 
child pornography has pointed to the need 
for explicit ethical policies that clarify how the 
images are used, who has access to them, in 
what circumstances, and the rights of victims to 
information about where and how the images 
are held .94 Police units and hotlines that handle 
child abuse images will typically have in place 
protocols that govern the amount of time and 
the locations for viewing and storage of images . 
The harrowing nature of the images may pose 
a challenge for those who work with them . It is 
not uncommon to find that counselling services 
are made available to police officers and staff 
who work in hotlines where viewing abuse 
images is an unavoidable part of the job .

The Internet is commonly perceived to offer 
users, including potential offenders, anonymity, 
enabling them to construct identities and 
determine when, how and to what extent 
personal information is communicated to others 
in the online environment .95 By so doing, their 
personal identity or personally identifiable 
information remains private . This presumed 
anonymity creates a sense of security and 
secrecy for both offenders and potential 
victims .96 Traditionally, in an offline context, in 
order to find their victims child sex offenders 
needed to stalk playgrounds, social clubs and 
other public places where children tended to 
gather . Today, the high level of social interaction 
by children online provides offenders with a 
new environment to target children, and the 
risks that they previously faced when making 
face-to-face contact may appear to them, 
erroneously, to have been eliminated .

Investigations into online criminal activity are 
complex and time-consuming . They often 
involve coordination across jurisdictions and 
concern a huge network of offenders . There 
are a number of constraints to effectively 
carrying out such investigations . The first is 
limited specialist expertise . Tackling online/
offline child sexual abuse and exploitation 
requires combined expertise in policing, 
computer and Internet technology and child 
protection . Specialist units are largely absent 
in many middle- and low-income countries, 
meaning that staff are unlikely to have the 
necessary training to investigate online crime . 
Even where staff do possess the requisite 
skills, the technology to investigate such crimes 
may not be available . Consequently, many law 
enforcement officers are at a disadvantage in 
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detecting, investigating and prosecuting online-
related crime .97

Another challenge is the lack of multi-
agency collaboration and coordination . Law 
enforcement departments may not always 
view online sexual exploitation as a protection 
issue . Rather, in many countries, online/
offline sexual exploitation is categorized as 
‘cybercrime’ . E-crime or cybercrime police 
units are often primarily focused on fraud and 
organized crime and may therefore have little 
or no expertise, or professional interest, in 
child protection . Whereas commercial child 
abuse websites may legitimately be classified 
as organized crime or be investigated by police 
officers more accustomed to dealing with fraud 
or terrorism, much of the exchange of sexual 
abuse images and grooming does not fall under 
this umbrella . Police need to deliver a child-
centred response, which rarely happens when 
they investigate online abuse and exploitation 
of children on their own . The integration of child 
protection specialists into an investigation, a 
practice recommended by the Child Exploitation 
and Online Protection Centre (CEOP) in the 
United Kingdom, ensures that the young 
person is adequately safeguarded and their 
welfare is taken into account at each stage of 
the investigation .98

There is limited evidence available on how social 
welfare professionals are responding to the 
new challenges of child protection in the online/
offline environment . Two recent reports point to 
a lack of knowledge and awareness among social 
workers of the risks of Internet abuse . Although 
both are from northern Europe (Germany and 
Norway), the pattern they identify is likely to be 
replicated elsewhere .99 The studies suggest that, 
in general, professionals who come into contact 
with children − schoolteachers, nursery and 
school nurses, health personnel, police officers, 
social workers and counsellors/psychotherapists 
− are not sufficiently aware of the risks of abuse 
via new technologies . If, for example, they were 
concerned about changes in a 13-year-old’s 
behaviour, they might not consider that the 
child could be the victim of abusive behaviour 
online, and therefore would not ask the child 
about his or her online life . Furthermore, these 
professionals are not always prepared or able to 
hear what children want to tell them . The causes 
identified include lack of professional confidence, 
inadequate training, work pressure, emotional 
barriers, their own values, attitudes and beliefs, 
insufficient knowledge of the issues and lack 
of support . Bearing in mind how increasingly 
central ICT is to children across the world, this 

lack of awareness means that professionals are 
failing to identify and investigate an increasingly 
important context for abuse .100

To gain an overview of available rehabilitation 
and therapeutic services for children who 
have been abused or exploited online, an ad 
hoc survey of professionals and researchers 
with expertise in the field was conducted 
as part of this study .101 Responses were 
received from 10 of the 20 countries that were 
invited to participate − Australia, Bahrain, 
Denmark, Germany, Iceland, India, Latvia, 
the Russian Federation, South Africa and the 
United Kingdom – and they produced the 
following findings:

●● In some countries, there is separate and 
distinct guidance for the police and social 
workers; in others there is guidance only for 
the police . In some countries, the existing 
guidance is not adhered to and is out-of-date .

●● Staff in centres that offer recovery services 
to children who have experienced trauma 
report they do not feel confident in working 
with such cases .

●● Six countries were able to describe examples 
of national/regional police and social workers 
working together . These included specific 
investigations that had been carried out and 
ongoing service delivery, such as hotlines .

●● Nine of the 10 countries consulted do not 
have national systems for recording the 
numbers and nature of Internet-mediated 
crimes against children . Within some 
countries, there are pockets of information 
from sources, such as helplines, CEOP 
and ad hoc recovery services . Iceland, 
however, was the exception . It has one 
central point-of-call through which child 
protection referrals are channelled . Known 
as Kinder House (Children’s House), it offers 
a universal service to all children throughout 
the country who have been victimized, and 
runs a multidisciplinary model working in 
partnership with police, social workers, 
lawyers and counsellors .

●● Four of the respondents stated that 
there were no examples of their country 
working collaboratively on international 
investigations; one additional respondent 
did not know of any, while the remaining five 
described complex international operations 
that have lasted several months and involved 
a number of countries, which have resulted 
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in children being safeguarded and the 
perpetrators of abuse being convicted .

●● Bahrain, which has little in place regarding 
a strategic response to Internet-related 
crimes against children, reported that it had 
conducted a State of the Nation Review 
of Internet Safety in 2010 . In addition to 
providing a comprehensive analysis of 
Internet safety issues among adults and 
children, it establishes recommendations for 
child Internet safety .

While this survey was limited in scope and 
conducted specifically for the purpose of this 
project, these findings reveal a mixed pattern 
of provision . Some good practice does exist, 
but there is a need for more systematic and 
coordinated processes across government 
and involving all relevant agencies, if effective 
protection of children is to be achieved .

A framework for response

Recognizing the major benefits the Internet and 
associated technologies can bring, the huge 
potential to transform lives and the way they 
have become integral to modern society and are 
now an intrinsic part of young people’s social 
landscape, this report proposes a strategic 
framework for protection that addresses four 
key objectives:

1. Empowering children and enhancing 
resilience to harm

In much of the reporting of Internet crimes 
by the media, there is a tendency to portray 
children and young people, particularly girls, 
as actual or potential victims with little agency . 
With regard to online child abuse images, 
which generally involve children younger than 
10, their consent or capabilities usually have 
little bearing on whether or not they have come 
into harm’s way . However, studies from across 
the globe indicate that for online grooming or 
cyberbullying, child agency is critical .

Specifically in relation to grooming, young 
people’s experimentation, exploration and 
interest in defining themselves socially and 
sexually are all risk factors . Conversely, young 
people’s exploratory orientation enables them 
to access the many benefits of the Internet 
in terms of education, culture and creativity . 
Hence, preventive and protective responses 
must take into account the extent to which 

children’s participation in online communication 
potentially engages them in risk-taking 
behaviour but also plays an important role in 
their identity construction, self-efficacy and 
social network production in a social space that 
young people have made their own .

Active participation by children and young 
people in developing and implementing 
protective measures will lead to strategies 
that make sense to them and are therefore 
more likely to be effective . Ensuring that they 
have the best possible information about the 
nature of risks associated with online activities, 
empowering them to take the necessary actions 
to prevent exposure to harm, and providing 
them with necessary support from key adults 
in their lives are all important . Children and 
young people need to know where to go for 
help, recognizing that they, themselves, are 
a key source of much of that help . They need 
opportunities and means to report unacceptable 
activity or behaviour, counselling when needed, 
and confidence not only that action will be 
taken when they are harmed or abused, but that 
they will be respected as active agents . This 
will involve:

●● Providing information to children that 
enables them to make informed choices, 
avoid risks, and find and offer help when 
needed. Many countries have developed 
innovative materials to communicate with 
children that can be adapted to different 
country contexts . SaferNet Brasil, for 
example, has created an educational kit 
on Internet safety designed for educators 
with the aim of improving their students’ 
online safety .102 In the Bolivarian Republic of 
Venezuela, the children’s group Manos por 
la Niñez e Adolecencia (Hands for Children 
and Adolescents) promotes Internet safety 
for children, adolescents, adults and Internet 
cafe owners .

●● Introducing effective reporting mechanisms, 
such as hotlines, report abuse functions, 
and online supports to pre-empt abusive 
situations. In some social networking sites, 
an icon on the home page allows children 
who are worried about the behaviour of 
someone communicating with them can, 
with one click, share their concerns and then 
be linked to a law enforcement agency .

●● Strengthening parental capacities to 
protect children through programmes that 
inform parents about the benefits and 
risks associated with ICT, strategies that 
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children and young people can adopt to 
keep safe, potential sources of help, and the 
importance of dialogue and engagement 
with their children .

●● Building capacity among professionals 
who work with children to alert them to the 
risks children face and teach them how to 
recognize warning signs and symptoms. 
In Thailand, for example, a digital literacy 
initiative on safe Internet usage resulted 
in a training module which has been used 
to train some 300 teachers . Those teachers 
subsequently delivered safety messages to 
more than 70,000 children .103

●● Involving children as campaigners and 
advocates, and utilizing their unique 
insights and experiences to inform the 
development of more effective protection. 
In Benin, the Gambia, Kenya, Mozambique, 
Nigeria, South Africa and Togo, with ECPAT 
support, young people have created 
public awareness campaigns on the risks 
associated with the online environment and 
the responsibilities of governments and 
ICT providers to ensure better protection of 
children online .104

●● Tackling cyberbullying through the 
development of initiatives that promote a 
commitment to zero tolerance of violence 
and abuse in schools, including cyberspace, 
and that create educational measures based 
on principles of acceptance, respect and 
decency among students .105 In Croatia, for 
example, a national campaign to confront 
cyberbullying led to significant changes 
in schools, including the reduction  
of violence .

2. Removing impunity for abusers

As long as abusers are confident that they can 
get away with exploiting or abusing children 
without the risk of prosecution or social 
condemnation, they will continue to do so . It is 
therefore essential to remove impunity for those 
who continue to do so in the merged online/
offline environment .

Sexual abuse and exploitation of children online 
is a global problem that can only be addressed 
effectively through coordinated action at all 
levels: national, regional and global . Without 
this commitment, perpetrators of child abuse 
may choose to concentrate their efforts in 
countries that offer the least protection to 
children and where exploitation is, from their 

perspective, easier to carry out and less likely 
to be detected and prosecuted . Building a 
common approach across jurisdictions is 
important, as it allows for consistency in 
criminalization and punishment, raises public 
awareness of the problem, increases services 
available to assist affected children, and 
improves overall law enforcement efforts at the 
national and international levels .106

Given the huge differences in existing legal 
frameworks in jurisdictions across the 
world, safeguarding children from online 
abuse and prosecuting abusers presents 
a daunting challenge . Drafting legislation 
to protect children in the merged online/
offline environment is complex . Establishing 
a coherent global approach intensifies the 
difficulty of that task significantly . Building 
an environment that challenges the ‘cost 
benefits’ to abusers and removes their impunity 
requires a holistic approach . Such an approach 
must seek to secure the indivisible nature of 
children’s human rights, and must be global, 
implementing the relevant international 
standards and promoting collaboration and 
communication among governments .

The following key approaches are proposed 
as fundamental building blocks in establishing 
the legislation and law enforcement framework 
required to remove impunity for abusers:

●● Introduction of effective national legislation, 
including clear definitions of a child, 
sexual consent, and what constitutes child 
pornography or child abuse images; the 
criminalization of the sexual exploitation of 
children by adults, including possessing, 
downloading or creating child abuse images, 
grooming, sexual abuse without contact 
and attempt crimes; effective sanctions and 
penalties; and measures to address the 
challenges of jurisdiction and extradition .

●● Adoption of a broad range of law 
enforcement strategies, including close 
collaboration with social welfare and child 
protection agencies, covert operations and 
victim identification . Social workers, teachers 
and psychologists can provide invaluable 
guidance to ensure the use of appropriate 
interrogation and interview techniques, 
and can help police maintain a clear focus 
on the protection of victims during the 
prosecution of offenders . Some countries, 
including Australia, Canada, New Zealand, 
the United Kingdom and the United States, 
which work together as part of the Virtual 
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Global Taskforce, have introduced specialist 
units that focus on the prosecution of 
online sexual exploitation and abuse of 
children, enabling different professionals to 
collaborate on cases .

●● Cooperation with Internet service providers 
(ISPs), the online payments industry and 
other private sector stakeholders to track 
child sex abusers and to close down 
channels to this type of crime . Examples 
include: the Financial Coalition against 
Child Pornography, set up by the National 
Center for Missing & Exploited Children in 
the United States and supported by banks 
and other institutions; and the European 
Financial Coalition against Commercial 
Sexual Exploitation of Children Online, which 
was initially led by CEOP and supported by 
MasterCard and Visa, among others . In 2009, 
the Financial Coalition in the United States 
established an Asian initiative involving 
banks and financial institutions based in 
Singapore . Microsoft has also partnered 
with law enforcement agencies and ISPs 
in various countries to develop initiatives 
to stop child sexual exploitation over 
the Internet .

●● Consideration of mandatory reporting by 
professionals who work with children on 
suspected abuse, bearing in mind that 
effective reporting is dependent on the 
quality of services available to respond 
to reports .107 Mandatory reporting could 
be extended to include others who may 
discover evidence of child sex abuse 
as a consequence of their profession 
(for example, ICT professionals, photo 
developers and computer servicing 
companies) .108

●● Collaboration among law enforcement 
agencies at the international level and 
the development of tools that help gather 
evidence in criminal cases and facilitate 
data exchange among police forces 
across countries . INTERPOL, for example, 
coordinates large-scale investigations 
that involve multiple member countries 
and utilize an effective law enforcement 
tool known as the ‘Green Notice’ . The tool 
alerts the international law enforcement 
community to offenders who are likely to 
repeat the same crimes in other countries .109

●● Assurance that children involved in online 
sexual offences will not be held criminally 
liable . Children should be acknowledged 

as victims, regardless of whether they are 
a compliant victim or a non-cooperative 
witness . Where children under 18 are 
engaged in sexual abuse or harassment 
online and the child’s behaviour was deemed 
to be illegal, the response of States should 
be through the juvenile justice system 
in collaboration with the child protection 
system, rather than the criminal justice 
system, in line with international standards .110

3. Reducing availability and access 
to harm

While the primary goal is the elimination of 
online/offline sexual exploitation and abuse 
of children, the reality is that many millions of 
child abuse images continue to be available on 
the Internet and are likely to remain there for 
the foreseeable future . Strategies are needed to 
reduce the numbers of images being created, 
stored and circulated, as well as to limit access 
for both potential abusers and the children 
who may encounter harmful sites while online . 
The continued presence of child abuse images 
encourages further exploitation of children, 
leads to increased numbers of abusers, and 
results in children being exposed to repeated 
and indefinite abuse . The best interests of 
children must be ensured by making the 
greatest possible efforts to ensure that their 
images are quickly removed from further 
circulation, that access to commercial sites is 
blocked, and that mechanisms are introduced to 
limit availability and access .

Some children will continue to behave in risky 
ways regardless of the information provided 
to them, through their spirit of exploration, 
lack of awareness of the implications of their 
actions both socially and in terms of the nature 
and consequences of technology, misplaced 
confidence that they are in control, and 
assumptions that it is others, not themselves, 
who are at risk .

As stated earlier in this report, the ICT industry 
has an important set of responsibilities to 
discharge in relation to reducing risk . While 
leadership by committed companies is 
essential, so too is collective action . To stem the 
availability of abuse images and reduce harm, 
close collaboration is required by governments 
with private sector actors, including ISPs, social 
networking sites, Internet cafe owners and site-
hosting services . Joint efforts should include:

●● Developing codes of conduct and systems 
of self-regulation . These offer a mechanism 
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through which businesses can express and 
meet human rights standards by adopting 
voluntary, non-binding best practices as 
a guide for management and employees . 
Drafting codes of conduct poses challenges, 
as companies may consider profits, public 
relations and human rights as mutually 
antagonistic . The experience of the United 
Kingdom suggests that codes of conduct that 
are not linked to demonstrably independent 
and effective means of monitoring 
performance will fail to inspire public 
confidence .111 A conflict of interest may arise if 
multinational companies monitor themselves 
or are monitored by their subcontractors . 
Without independent third-party monitoring 
there may be little real incentive for a 
business entity to observe the terms outlined 
in the code .

●● At the local level, promoting codes of 
conduct in Internet cafes to encourage 
owners to introduce measures that 
will prevent children who use their 
establishments from being exposed to 
inappropriate sites, materials or abusive 
behaviours (and ensuring clear liability for 
cafes that fail to protect children) .

●● Blocking websites that contain child abuse 
images in order to deny access by potential 
abusers . Blocking is controversial as it 
raises fears about wider censorship . If used, 
it should remain in place only until the 
illegal material is removed at the source .112 
Although blocking tools are not always 
considered effective (images are historic, 
use of small secure areas of the Internet has 
increased, illegal content may be hosted in 
different countries), blocking measures may 
still be needed to target child abuse material .

●● Taking down sites in order to remove 
abusive images from the Internet altogether, 
commonly known as ‘notice and take-
down’ .113 When a child abuse image site or 
content is identified and reported, the ISP 
that hosts the site is notified and is required 
to remove the illegal material . Moderating 
abusive activity on these sites represents 
a challenge, given the volume of material 
involved . Notice and take-down has proved 
effective in some countries, including across 
the EU .114 However, despite the fact that 
child abuse images are illegal across many 
jurisdictions − which might be thought to 
facilitate effective take-down − their removal 
tends to be dealt with less speedily than 
other kinds of illegal Internet activity .115 Part 
of the challenge lies with inadequate police 

resources and the priority often given to 
pursuit of offenders rather than preventive 
measures, such as the removal of sites .

●● Leaving aside child abuse images, there 
is also a clear need for a wider set of child 
protection measures, such as developing 
strong, easy-to-use and optional security 
measures built into interactive forums such 
as chat rooms or SNS, and ensuring that the 
default position on safety settings is opt-out 
rather than opt-in .

●● Filters and other types of parental control 
software enable parents to manage and 
support their child’s access . Evidence shows, 
however, that despite this availability, just 
over half of parents actually activate the 
filtering software on their computers .116 
Some think it is activated automatically, 
while others believe that their children 
can bypass the controls . For example, the 
Hong Kong Council of Social Service is raising 
awareness of effective ways to use online 
filtering services and software by providing 
free filtering services and educating parents 
on their use . Even simple measures such as 
ensuring that a web browser is set to ‘safe 
search’ can provide added protections for 
children, yet few parents may know how 
to put that in place . The challenge for the 
search engine community is to determine 
whether to install safe search on all browsers 
by default, or to make much clearer how to 
launch it on all computers, particularly those 
used by children .

4. Promoting the recovery of children 
exposed to harm

Despite legislative, policy and protective 
mechanisms introduced to prevent sexual 
abuse and exploitation, the fact is that some 
children have already experienced harm and 
others will be harmed in the constantly evolving 
world of cyberspace and its interface with the 
offline environment . The available research 
on effective strategies for minimizing the 
impact and supporting children’s recovery and 
rehabilitation in this context is still in its infancy . 
What exists has almost exclusively been 
undertaken in the industrialized world . However, 
there is sufficient knowledge of the implications 
of online abuse and its links with children’s 
offline experiences to begin to identify the key 
strategies required to provide the necessary 
psychosocial support for children . While the 
path to abuse may be particular, good practice 
would entail integrating the Internet dimension 
into recovery systems that deal with abuse 
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more generally, rather than setting up specialist 
services . This will require:

●● Treatment interventions for abused children 
that address building trust and that support 
and help children to make sense of their 
experience . Some children victimized by 
online grooming experience feelings of 
shame because they were ‘fooled’ into an 
online relationship with an abusive adult . 
Others see themselves as having autonomy 
and control and therefore do not recognize 
themselves as victims who are in need of 
assistance .117 Most children abused through 
online grooming are conflicted; they perceive 
themselves as acting like an adult online, 
yet they continue their role as a child/young 
person offline .118 Assistance to parents is 
also needed so they can understand their 
children’s online experiences and offer 
them support .

●● Child-sensitive approaches to discovery 
during criminal investigations that take 
into account the profound difficulties often 
experienced by children and young people in 
disclosing online abuse . Consideration needs 
to be given, for example, to ensure the proper 
timing and pace of interviews, recording them 
to avoid repeated testimony, and helping 
the child gain a sense of agency and control 

that has been denied during the experience 
of abuse . In response to the need to protect 
abused children from further trauma during 
the investigative process, some countries 
such as Canada, Iceland, the United Kingdom 
and the United States have adopted 
one-stop centres . In those centres, trained 
professionals from law enforcement, mental 
health, victim advocacy and health-care work 
together to gather forensic information and 
prevent retraumatization of victims .119

●● Preparation for court to ensure that 
children understand the process, their role 
in the proceedings, what support will be 
available to them, and how to protect their 
confidentiality, as well as offering debriefing 
and counselling when court experiences 
have been difficult .120

●● Treatment for young people who display 
sexually abusive behaviours online . Such 
treatment should be rooted in the same 
approaches used for those who commit 
sexually harmful acts offline . This should 
include a comprehensive assessment of 
the child and how to effectively intervene 
through rehabilitation and counselling; 
assessment of the child’s development 
and motivation; and active involvement of 
parents in the process .
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COnClUSIOnS

The powerful impact of the Internet on the lives 
of children throughout the world will continue 
to grow and evolve . While Internet access 
and child usage are highest in industrialized 
countries, the global pace of web access and 
broadband penetration, and the exponential 
uptake of mobile phone technologies, coupled 
with increasing capacities and decreasing costs, 
means that the rest of the world is beginning to 
catch up . In the next few years, it is anticipated 
that the most dramatic changes will occur in 
low- and middle-income countries .

At the moment, most of the evidence related 
to certain kinds of abuse comes from the 
industrialized world . Likewise, most of the 
evidence of the ways young people use the 
Internet and associated technologies, and the 
risks they face therein, comes from the same 
regions . Yet even there, major knowledge gaps 
exist . There is little information, for example, 
about online use by children with disabilities, 
cyberbullying and the challenges faced by 
lesbian, gay, bisexual and transgender young 
people . The gaps in knowledge about risk and 
Internet usage in Africa, as well as in most parts 
of Asia and the Middle East, are signifi cant and 
require urgent research .

The limited research available from low- and 
middle-income countries, however, indicates 
that the issues raised in this report are 
globally relevant, or will soon be . For example, 
researchers are already learning that children 
from virtually all countries use SNS in largely 
similar ways, creating easy opportunities for 
potential groomers to interact with them . 
Children from low- and middle-income countries 
are less likely to use the Internet from home, and 
are more likely to go online from cybercafes, 
where they are at greater risk of encountering 
inappropriate images and online and offl ine 
solicitation . Lack of parental awareness and 
knowledge, diffi cult economic conditions 
and underdeveloped regulatory frameworks 
can further exacerbate potential risks and the 
likelihood of harm . Hence, it seems that the gaps 
in protection for children and young people in 
the online environment may be greater in low- 
and middle-income countries, where gaps in 
overall child protection already exist .

Globally, the evolution of ICT usage is at a 
challenging juncture . Only a small proportion 
of contemporary adults had access to ICT 
when they were children, particularly the 
tools that have facilitated the revolution in 
interaction and communication . This has 
probably affected the ability of adults to 
understand and empathize with the ways 
children and young people use the Internet, 
mobile phones and other new technologies . 
This may be especially true in societies 
where children’s social activity, particularly 
that of adolescents, has been under fairly 
direct parental observation or control . 
Over time that situation may change, as 
today’s computer-literate, social-networking 
young people become parents themselves . 
They may have less anxiety about the risk 
of exploitation and abuse because they 
will have been part of the generation that 
developed ways of handling it . On the other 
hand, the nature of the creativity unleashed 
by ICT means there will always be new 
elements that pose new avenues for risk that 
require innovative strategies for response .

Where access is widespread, ICT has in a 
very short period of time revolutionized the 
way people live their lives and interact with 
each other . In those places where access 
is expanding, these changes are currently 
unfolding . We know that considerable 
changes are still to come, but we do not 
yet know what those changes will be . 
Cyberspace throws into sharp relief the 
social roles and responsibilities of actors 
beyond the State, namely the private 
sector and individuals themselves . It has 
the potential to enrich individuals and 
society alike, helping to remove barriers 
between people, paving the way for 
interaction, education and development, 
but also presenting opportunities for 
wrongdoing . Children are at the forefront 
of this dilemma . While children and young 
people are intrinsic to building a safer 
Internet, the onus is on governments and 
the private sector to ensure that protection 
is integrated into promoting expansion 
of access and the positive benefi ts the 
Internet brings .
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ACROnymS

CEOP Child Exploitation and Online Protection Centre (United Kingdom)

ECPAT  End Child Prostitution, Child Pornography and Trafficking of Children for 
Sexual Purposes 

EU European Union

ICT information and communication technology
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ISP Internet service provider

ITU International Telecommunication Union 
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GlOSSARy

terms relating to sexual abuse and 
 exploitation of children

child – Every human being below the age of 
eighteen years unless under the law applicable 
to the child, majority is attained earlier (article 
1, Convention on the Rights of the Child) .

child abuse images – Representation, by 
whatever means, of a child engaged in real 
or simulated explicit sexual activities or any 
representation of the sexual parts of a child 
for primarily sexual purposes (see ‘child 
pornography’ below) . Although there is no 
internationally agreed definition of ‘child abuse 
images’, this report uses the term as defined 
above and is preferred over child pornography 
because it leaves no doubt that abuse and 
exploitation are involved .

child pornography – Any representation, 
by whatever means, of a child engaged in 
real or simulated explicit sexual activities or 
any representation of the sexual parts of a 
child for primarily sexual purposes (article 2, 
Optional Protocol to the Convention on the 
Rights of the Child on the sale of children, 
child prostitution and child pornography) . 
In this report, the term ‘child abuse images’ 
is preferred .

child prostitution – Use of a child in sexual 
activities for remuneration or any other form 
of consideration (article 2, Optional Protocol 
to the Convention on the Rights of the Child 
on the sale of children, child prostitution and 
child pornography) .

child sexual abuse – As defined in article 
18 of the Council of Europe Convention on 
the Protection of Children against Sexual 
Exploitation and Sexual Abuse (CETS No . 201, 
also known as ‘the Lanzarote Convention’):

(a) Engaging in sexual activities with a child 
who, according to the relevant provisions of 
national law, has not reached the legal age for 
sexual activities;

(b) Engaging in sexual activities with a 
child where:

•	 use is made of coercion, force or threats;

•	 abuse is made of a recognized position of 
trust, authority or influence over the child, 
including within the family;

•	 abuse is made of a particularly vulnerable 
situation of the child, notably because of a 
mental or physical disability or a situation 
of dependence .

The provisions of paragraph (a) are not intended 
to govern consensual sexual activities between 
minors [children under 18 years old] (article 18 .3) .

child sexual exploitation – Child prostitution, 
child pornography and the participation of a 
child in pornographic performances, including 
recruiting, coercing or causing a child to 
participate in pornographic performances, or 
profiting from or otherwise exploiting a child 
for such purposes and knowingly attending 
performances involving the participation of 
children; intentionally causing a child who has 
not reached the legal age for sexual activities 
to witness sexual abuse or sexual activities, 
even without having to participate; and the 
solicitation of children for sexual purposes 
(Council of Europe Convention on the Protection 
of Children against Sexual Exploitation and 
Sexual Abuse, articles 18–23) .

online child sexual abuse – Production, 
distribution, downloading or viewing of child 
abuse material (both still and video images), 
also known as child pornography; online 
solicitation of children and young people to 
produce self-generated child abuse material, 
to engage them in sexual chat or other online 
sexual activity, or to arrange an offline meeting 
for the purposes of sexual activity, also known 
as grooming or luring; and facilitation of any 
of the above . There is no agreed definition of 
online child sexual abuse in international law; 
for the purposes of this report, the term is 
defined as noted above .

online grooming – Defined by various 
authors and used in this report to describe a 
process intended to lure children into sexual 
behaviour or conversations with or without 
their knowledge, or a process that involves 
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communication and socialization between the 
offender and the child in order to make him or 
her more vulnerable to sexual abuse . The term 
‘grooming’ has not been defined in international 
law; some jurisdictions, including Canada, use 
the term ‘luring’ .

online/offline environment – The interface 
between computer-mediated communication 
and face-to-face communication . ‘Online’ entails 
non-physical communication and ‘offline’ 
involves physical interaction .

paedophile – A diagnostic category referring 
to an exclusive sexual orientation towards 
prepubescent children . It does not accurately 
portray those who sexually abuse children 
via the Internet and mobile technology, many 
of whom are married or in long-term sexual 
relationships with adults . Therefore, in this 
report, the terms ‘child abuser’ or ‘sexual 
abuser’ are used .

sale of children – Any act or transaction 
whereby a child is sold by any person or group 
of persons to another for remuneration or any 
other consideration (Optional Protocol to the 
Convention on the Rights of the Child on the 
sale of children, child prostitution and child 
pornography, article 2(a)) .

sexual abuser – Anyone who sexually offends 
against children or engages in any sexual 
activity with a child, commonly called a 
‘paedophile’, but as noted above, the terms 
‘child abuser’ or ‘sexual abuser’ are more 
appropriate . There is no internationally agreed 
definition of this term .

solicitation of children for sexual purposes – 
The intentional proposal, through information 
and communication technologies, of an adult to 
meet a child who has not reached the legal age 
for sexual activities, for the purpose of engaging 
in sexual activities or the production of child 
pornography (adapted from Council of Europe 
Convention on the Protection of Children 
against Sexual Exploitation and Sexual Abuse, 
article 23) .

terms relating to the online environment

blog – Websites that have entries, or 
‘posts’, including text and images, typically 
displayed in chronological order . Entire 
blogs or particular posts can be public and 
available to everyone online, or private and 
available only to users who are authorized by 
the blog owner/author .

broadband – A high-capacity digital connection 
that facilitates a faster Internet connection 
and enables a more rapid exchange of 
larger files such as videos, games and 
software applications .

browser – A software program that is selected 
by the consumer and used to locate and 
display pages on the World Wide Web (web 
pages) . Popular browsers include Microsoft’s 
Windows Internet Explorer, Firefox, Google 
Chrome, Safari and Opera .

chat room – Virtual ‘meeting rooms’ where 
people can communicate by typing in 
messages to each other, or chat, in real time . 
Most chat rooms focus on a particular topic, 
but some are more general and are created 
to provide a forum for individuals to meet 
other people .

cyberspace – The virtual shared universe of 
the world’s computer networks . The term was 
created by William Gibson in his 1984 novel 
Neuromancer . It is often used interchangeably 
with ‘the Internet’ .

download – The process in which data are 
copied to a computer from the Internet or 
another source such as an external drive, a 
disk, a phone or other devices . Data that are 
typically downloaded on to a computer for 
viewing, storage and future access include text 
files, photographs, videos and music .

email – Short for ‘electronic mail’, a tool that 
allows someone to send a message, or ‘email’, 
to another person’s electronic mailbox over a 
communications network such as the Internet .

filter – A mechanism to sift out and block 
access to certain material . Most child-safety 
software packages use a filtering component; 
the program may be designed to operate on 
an individual personal computer or it may 
be applied to a network of computers . Often 
a filtering component is provided ‘free’ as 
an integral part of a computer’s operating 
system, or it will come as part of a connectivity 
package from a user’s Internet service 
provider . Customized filters have also been 
developed for mobile phones and consoles .

information and communication technology 
(ICt) – Any communication device or 
application, encompassing radio, television, 
cellular phones, satellite systems, and 
computer and network hardware and 
software, as well as associated services and 
applications such as videoconferencing and 
distance learning . 
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instant messaging (Im) – Text-based 
communications service similar to a chat 
room . The key difference is that chat rooms 
are usually public spaces where anyone can 
participate, while IM systems generally rely 
on a ‘buddy list’ or some other list of people 
predetermined by the user . Only people on the 
list can communicate with the user, hence each 
user has control over whom he or she includes 
in instant messaging . Google Chat, MSN and 
Twitter are examples of IM services; most social 
networking sites (see definition below) have an 
IM function .

(the) Internet – Worldwide network of 
hundreds of thousands of interconnected 
computer networks, using a common set 
of communication protocols and sharing a 
common addressing scheme . The Internet 
facilitates the transmission of email messages, 
text files, images and many other types of 
information between computers .

Internet service provider (ISP) – A commercial 
enterprise that provides users with direct access 
to the Internet, usually for a fee, or a business 
that provides Internet services such as website 
hosting or development .

online – Controlled by or connected to a 
computer network or the Internet, and any 
activity or service that is available on or carried 
out via the Internet . A person is ‘online’ when she 
or he has logged into a network of computers, or 
has connected a computer or other device to the 
Internet . The term ‘offline’ describes activity that 
is not carried out online as well as the condition 
of being disconnected from the Internet .

peer-to-peer (P2P) – Software that allows 
transmission of data directly from one 
computer to another over the Internet, usually 
without needing to involve a third-party server .

penetration – How widely a technology gets 
adopted among people to whom the technology 
is available .

photo sharing – An application that enables 
users to upload, view and share photos; users 
can allow either public or private access .

sexting – A form of text messaging/texting (see 
definition below) in which people send pictures 
of a sexual nature or sexually explicit text . This 
is especially common among teenagers .

short message service (SmS) – The common 
text messaging service available on mobile 
phones, other handheld devices and computers .

smartphones – Mobile phones that 
incorporate a complete operating system 
and are able to access the Internet . In many 
ways, they are like tiny computers, with 
more memory and bigger screens than 
ordinary phones . 

social media – Primarily Internet- and 
mobile-based tools for sharing and 
discussing information . ‘Social media’ 
most often refers to activities that integrate 
technology, telecommunications and social 
interaction, and are used to share words, 
pictures, videos and audio .

social networking sites (SnS) – Online 
utilities that enable users to create profiles, 
public or private, and form a network of 
friends . SNS allow users to interact with 
friends via private and public means, 
such as messages and instant messaging, 
and to post user-generated content, 
such as photos and videos . Examples of 
SNS include Facebook, MXit, Myspace 
and Orkut .

text messaging/texting – Short text 
messages sent using mobile phones, 
wireless handheld devices (such as Sidekick) 
and personal digital assistants (basic 
handheld computers known as ‘PDAs’) .

upload – The process of transmitting data 
from a user’s machine to a server .

video sharing – Like photo sharing (see 
above) but for videos . These videos are 
often user-generated; the largest video 
sharing website is YouTube .

virtual worlds – Online simulated three-
dimensional environments inhabited by 
players who interact with each other via 
avatars (movable icons representing a 
person in cyberspace) . Second Life, or 
more popularly with young people, Teen 
Second Life, are examples of virtual worlds .

webcam – A video camera that is built 
into or connected to a computer that is 
connected to the Internet .

world wide web (www) – A hypertext-
based system for finding and accessing 
data on the Internet . The Web hosts 
documents, called web pages, which 
may be linked with other documents or 
information systems . The Web is a portion 
of the Internet and not all servers on the 
Internet are part of the Web .
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